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Executive Summary

A summary of the collaborative 8-week discovery project into B2B payments Graph: The Approximate Days To Complete Journeys - Current v Proposed Process

Overview 45
. Current process
Synechron, the Payments Express team and the New Operating Model (NOM) 40
team were tasked with developing an updated experience for the launch of Payments B nNewprocess
Express (PX), moving from a heavily manual onboarding journey to an automated
digital only approach, while meeting control and compliance regulations. 35
The combined team set out to tackle the challenge of designing for an experience 30
that removes as many human touch points as possible, while reducing overall @
implementation time, for new-to-product onboarding (for existing clients). a
o 25
The new onboarding journey, if implemented, will be comparable to other g
leading competitor journeys, and a stand-out process in the banking industry. ’é 20
S
<
15
Key takeaways 10
« Full onboarding from kick-off to production ready can be 5
reduced from an average of 2 months to 2 weeks
o

v  Onboarding requires up to 7 people to complete.

: - - Client CDD Client Setup Building Testing Account
ThlS can be reduced tO 2 (1 Internal & 1 CIlent) Registration Exchange In Multiple Development Environment Creation
Process Systems Test Scenario Issue Resolution
w The new onboarding flow could remove at least 10 Part of journey

mundane email conversations between clients & Citi staff



Citi Payments Express

Team's Understanding

Citi's current offering of a developer portal for payment clients relies on mostly
manual human onboarding processes. Along with known testing challenges, this
greatly increases the time it takes to onboard clients.

Citi also wants to understand the competitor landscape, and how other
companies are providing solutions to their clients, for lessons learnt in order to
improve Citi's position in the market.

Scope
We identified 2 key areas of impact for this discovery project:

Client Onboarding

« All touchpoints for onboarding clients, including support during
onboarding only

 Tech requirements & improvements for onboarding clients
« Best practice client journeys
« Best practice internal journeys

Payments Developer Portal
« Sandboxing and testing journeys

« Dev portal features and design
« Best practice user journeys
« Swagger documents

The Ask

Undertake a best practice market as-is analysis
(both direct and non-direct industry) and report synthesis

Produce detailed user analysis & user flows for the
identified key journeys

|dentify, define and develop key user personas
Design concepts for developer portal improvements
Create a service design blueprint (as-is and to-be)
|dentify and define areas for automation

As-is review of architecture to create the to-be

Produce a release plan based on concepts



Activities undertaken

3

Conversations with Technical
Implementation Managers

10+

Conversations with Internal
Stakeholders

| Studying the market landscape of
payments companies and other
comparators

| Identifying all human interactions
between Citi and clients for
onboarding and the dependencies
on them

*Subject to validation of assumptions

Our Approach

A summary of the 8-week discovery project

Key outcomes

1
We mapped the PX onboarding service blueprint and
identified opportunities for workflow reduction

2

Devised and agreed an acceleration of onboarding time from
approximately 8 weeks to 2 weeks

3
|dentified and designed how to remove all client and human
interactions with prototypes that we believe can be delivered

within 18 weeks by 3 squads*

Synechrsn citi nom

Next steps

1

Continue validation of research through
user research with clients and proxy
clients (In progress)

2

Validate assumptions internally with
teams for impact and feasibility

3

Use validations to expand and adapt
recommendations ahead of project kick-off
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Design Approach

User voice was key through the discovery; we spoke to users & stakeholders as often as possible. We conducted various types
of feedback sessions and collected business input on a regular basis to map out real challenges and opportunities.

01 02 03 04 05

We then tested and iterated
based on findings

We started to design, with
validated flows first

We started mapping
things out, the 'as-is'

Undertook competitor
analysis for 'best in class’

We first went into true
‘discovery’

Defined new user flows and
created designs to visualize an
improved user experience,
which would also support
technical improvements

We reviewed designs with
key stakeholders and users,
iterating any changes within
the MVP prototype

The key current state flows and
systems were mapped out to
provide a better understanding
of the current user experience,
while identifying pain points

|dentifying & analysing
competitor product offerings
for developer onboarding,
and understanding best
practice solutions

Reviewing the existing
systems and processes to
gain an understanding of
the strengths and
opportunities

The team working together collaboratively to execute the rigours 8-week plan
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https://www.figma.com/file/T5F38o1hLAUxkWJDwAzrRK/Citi--PX-Discovery?node-id=0%3A1

What is UX & Ul

UX - User Experience

UX stands for User Experience. This is
explaining how people interact with a product,
and the emotion that goes with it. For example
clicking on a website that does not load is bad
UX as it is frustrating.

Ul - User Interface

Ul stands for User Interface. This is the point of
interaction between a user and a digital product.
For example a button on a website is part of the
Ul. If that button was very small, or not an easy
colour to see, it would be bad Ul.

Why we use these

By looking at these in parallel, we can highlight
what is best for the user, and also identify any
pain points they have which can be resolved
with better design. Based on the example above,
making a button easily visible, and goes to a
working page would improve the UX/UI..
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Who We Reviewed From The Payments Providers Landscape

The below diagram summarises the list of key players in the payment landscape. Each entity follows a unique strategy to offer preferred value
propositions to their shared audience. We have chosen at least one key player from each key category in addition to the recommendations from Citi
for the analysis. We felt these companies would provide us with a complete range of customer base, user goals & onboarding types.

Private Companies Big Tech Firms & Startup Unicorns API /| Data Aggregator 2020 Deals

Online, Merchant & Cross Border

Focused

€ Adyen

€ Western Union

& Stripe

& Plaid

© TransferWise

© Plaid

& Stripe

& Tradeshift and
TransferWise —
ALIPAY

& Visa - Plaid

Card Companies

© Visa
& Mastercard

Corporate & Investment Banks

@ HSBC
& JPMorgan
© Barclays



Learnings From Standout experiences

From the research, there are several companies with strong product offerings. Stripe is a market leader in B2B payments,
Mastercard & VISA are specialist payment providers, HSBC is a direct banking competitor and NHS offer a strong solution in a

stripe

Market Leader

Stripe offer a large product
for multiple business types
& users with no developer
experience

Onboarding is a fully online
journey, but is widely
focused on multiple users
needs, creating a long
process of questions

 The developer portal is
primarily designed for
non-developers

 The Developer tab has some
useful features such as
"logs", with the aim to
reduce support needs

« Stripe customer support is a
hugely invested area, with
use of Discord social
platform and Livechat

. mastercard

Payment Gateway Services

Payments Provider

Mastercard offer a one-
page account creation as a
company before selecting
API needs

* The initial account is created
as a company, before API
projects are created under
the company account

 There are no compliance or
security blockers from
gaining access to sandbox
keys for users

« Owners are allowed to add
multiple users to the Project
sandbox

* Production setup can be
requested directly from the
sandbox page without the
need to contact an internal
Mastercard user

VISA

Payments Provider

VISA has a very similar
solution to Mastercard with
a one-page form followed
by Project creation

« Visa encourage users that
sign up will allow them to
"play in the sandbox",
showing how it is easy to get
testing without blockers

* The main dashboard is
virtually identical to
Mastercard

« Some documentation is
locked if you are not signed
in, acting as a soft blocker for
users

* Multiple users can be
added to a project

« Support on VISA is limited to
a contact form only

different industry. Different features can be pulled out from each of these to help define a better product for Citi.

4 nHssc

Direct Competitor

HSBC have a part digital
onboarding flow, where
users can get to a certain
point before security
blocks

» The first step of the process
splits users down different

paths depending on API
types

« Although users are able to
create an account online,
they are locked out of

further steps until approval

« HSBC offer a large help
section which can be
accessed from sign in

* Postman is used as a

testing tool for developers to
help getting started sandbox

Outside Industry Example

The NHS offer a digital
account creation flow
which allows certificate
and security documents
uploaded

 Account creation is for a
company first, before being
able to add users

« The company creates
"Products”, which act in a

similar style to Projects on
Mastercard & VISA

* Depending on APls selected,
users are given a full to-do
list of requirements to gain
full approval, such as
contract upload & signing

« Qutside of the account
creation, the user experience
is very poor with limited
features and support

10



Competitors Scoring

About the Matrix

Each competitor was scored out of 5 over the
key areas related to onboarding & the
developer portals

Internal processes were not possible to
include in this matrix

Scores of 5 were for unique propositions or
features

N/A are for sections not possible to access
due to paywalls or compliance

Summary of Findings

Airwallex performed on average
strongest with clear and simple journeys.

Stripe were strong in several areas but let
down slightly by a long onboarding journey
with several irrelevant sections.

HSBC performed best out of the traditional
banks, by offering useful features such as
Postman

NHS has a better digital onboarding
experience than all of the payments industry
with an easy user experience

Barclays onboarding failed on 2 attempts due
to poor guidance & possible bugs

Competitor analysis deck available on request

Graph: Scoring the UX/UI of journeys for each competitor

Not accessible / does not exist Un-usable / Very poor

Developer portal Developer portal Developer portal y
Company Developer/portal onboarding ZX P pUI P APl documentation
N/A 2 4 3 3

Citi

R “
- 2

Airwallex 4 4 4 3 4 3
Adyen <. N/A N/A N/A 3 3 3
Barclays N/A _ N/A 4 N/A 3
HSBC 4 2 N/A N/A 4 3 2

JP Morgan 2 N/A -
Mastercard 4 3 3 N/A 4 4 4
NHS & N/A 3 N/A 2
Plaid 3 4 4 N/A 3

TransferWise 3 2 4 2 4 3 2 v
Visa a : 4 a N - K

Western Union 2 2 2 3 3 N/A _
Worldpay 2 4 N/A 4
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Onboarding Types

We identified the level of human interaction
on each providers onboarding process

 After reviewing a range of companies,
we were able to determine 3 onboarding
patterns; Fully Digital, Part Digital and
Human Client Facing journeys

 Citi currently sit in the manual
grouping, and the clear aim should be a
full digital approach, putting them ahead
of banking competitors

« Part digital onboarding's main benefit is
preventing full access to the developer
portal until compliance checks are
complete. This approach is favoured by
the traditional banks but creates a
frustrating user journey.

« Payment specialists such as
Mastercard & Visa allows users to
access testing environments easily with
a full digital onboarding approach and
no compliance blockers in the flow.

Graph: Company onboarding processes by type

adyen 0o Airwallex

J.PMorgan

% BARCLAYS

D worldpay

Citl

WesternUnion\WU

[ ————— ——— — ——— — —————— ——————— ——— — —

. mastercard.

Payment Gateway Services

stripe
VISA

Human Client Facing Human Back Office
Journey Process Only

Fully Automated
Journey
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Understanding Standout

Onboarding Journeys

About the matrix

This matrix compared the UX/UI of each onboarding
journey against the quality of product on offer.
Based on this we can identify who we can learn from
the most. The red line divides who we feel are
competitors to aspire to and where Citi should rank.

Findings

 NHS onboarding was standout due to it's
complete digital only approach, with clear tasks
ability to upload/download files while tracking
progress

« Visa & Mastercard both focus on project creation
as onboarding, which gives companies control
over multiple users

« HSBC uses open banking data to reduce the
onboarding length

« Citi, JP Morgan & Western Union are all
manual onboarding processes requiring further
conversations to proceed

This ranking is based on our collection experience
across user journeys and products

Graph: Indicating the best User Experience & User Interface onboarding journeys
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User Experience

Bad
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N
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N
N
N
N
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N
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\ L
N
N stripe
N
N
adyen N
N
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Understanding Standout
Developer Portals

About the matrix

This matrix looks at the usability of each
portal with functionality and features
available. This is showing competitors
who's portals are accessible through digital
onboarding. The red line divides who we
feel are competitors to aspire to.

Findings

* Quite a few competitors don’t allow full
access to portal until a manual step is
complete (e.g. approval)

« Stripe has the largest portal in terms of
features, and is designed for several
user types such as small business
owners and developers

« Citi has a clean well designed portal,
but with limited features

« Barclays have focused on visual design
over features, such as dark mode
themes and iconography

This ranking is based on our collection experience
across user journeys and products

Graph: Indicating the best Developer Portals User Experience & Features
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About Personas

What is a user persona? Who are the users for Citi Payments Express?

We are tailoring the solutions to these

We focused on the end-user personas We developed 3 user personas :
potential users

With the focus of the project on the end user Based on a synthesis of these customer This exercise has helped us to scope our
experience of Citi onboarding, we explored the interviews (with Synechron technology work and tailor the solutions to these
below questions for the B2B businesses, client and product team) as well as a secondary potential users.
PM and API developers, and Citi TIMs; research.

Furthermore, it will help us to uncover potential
Responsibility We developed three user personas shown features and product propositions that really
« What is their role within the organisation? in the next slides. These visual profiles add value for them.
« What does their job description look like? helped us to tap into the demographic

* What are their skills?
« What do they do or what’'s happens
daily/weekly/monthly?

details including their behavioural patterns,
needs, and pain points.

Rewards
* How will the individual and the organisation win?
* What does winning means?

Risk
« What may get in the way of their success?
« What can and does go wrong?



User Personas

These are the 3 key User Personas for Citi Payments Express Onboarding

“I need visibility over the
entire onboarding
process. Clients
sometimes have very slow
internal processes and
really struggle with

“It is important to me to
have test data clearly
available, and easy
access to support during
this process

“I wish to retain ownership
of all access for our

developers, and justify any
| costs or needs for them

S
o -

ﬁ(ent AP

Developer

KEY ROLES & RESPONSIBILITIES

Client API developers are
experienced integration or
application developers working either
as part of the B2B client IT team or
the third party that B2B client would
hire to help them with the integration
if they don’t have in-house
capabilities.

In the context of onboarding and
implementation, their primary
responsibility is consuming the
CitiConnect APls, followed by testing
respective Product API
functionalities before take it ahead
for production deployment.

To do the above, they need to work

closely with Citi TIM and their
Internal business or product team..

GOALS

PAIN POINTS

* Having delay in procurement

of client certificates

* Not having sufficient data to
test

« Having no clear and quick
path to troubleshooting

NEEDS + EXPECTATIONS

CITI needs to help the client
API developers test their code
that calls CITI API easily and
address any issues as quickly
and smoothly as possible

To build secure applications when they use CITI APl and being able to have

a quick Integration with CitiConnect APIs.

Client PM

KEY ROLES & RESPONSIBILITIES

Client PM is a functional user of the
dev portal. They would be the point
of contact from the business side of
the client with Citi.

They oversee the integration
between the client and Citi and
ensure that it progresses as fast and
smooth as possible. They make sure
the right people are engaged in
troubleshooting and integration
issues.

GOALS

PAIN POINTS

* Not being able to assess
the operational and
reputational risks

* Not being sure if Citi will
keep up with the high space
of PaaS and have the best
offering over time

NEEDS + EXPECTATIONS

To be able to find out what the API
does without tech Jargon and being
able to set up my developer to do
his/her job and being supported so
that we can onboard our merchants
as quickly as possible and assumes
all compliance and risk factors.

To buy PaaS and justify the costs that involve constant commercial aspects
analysis, different layers of stakeholders’ decisions followed by detailed

discussions.

certificates

KEY ROLES & RESPONSIBILITIES PAIN POINTS

TIMs role in general needs technical « They are communicating with

and business skills. multiple teams through multiple
tickets.

They will initiate partial setup's during
client on-boarding process, they rely
on various technical support teams for
system setups, trouble shooting
issues etc during the entire journey of
client on-boarding.

* They are dependent on the
support team and cannot do
anything themselves. No
visibility on the downstream
activities and track it through
SLA's.

They are the central point of contact
for the client from Citi and will have
the visibility on current status

in client onboarding journey at any
given time.

* The complex onboarding
process causes TIM to spend
around 6-8 weeks to complete
end-to-end client onboarding.

NEEDS + EXPECTATIONS

Need to have visibility and quick view of any system issues like system
is down/maintenance etc
Need to have minimum manual activities/interactions to save time and effort.

GOALS

To enable the client in completing the onboarding as quick as possible. To guide
the client for their certificate requirements. To raise it tickets for creating client
testing environments. To help the client in resolving any issue that arises

during APl integration. To identify the systems issue if any from Citi and raise the
appropriate IT tickets with require support groups. To help Citi in securing the
signoff from the client in a timely manner. To notify Citi's production

support team to create system setups

16



User Interviews: Learnings

The key focus was to conduct interviews with stakeholders and users, in order to understand user needs and gather
the recommendations for the service blueprint.

‘IIIIIIIIIHIHIHIHIII!IIIIIIIII

Mohan & Shums

Roles: Implementation
managers (TIMs)
Experience: 7 years

* Discussed all the
documents and certificates
being shared between Citi
and their clients

« Ran through the detailed
business processes for
onboarding

Interview 2

(Usability testing)

Kamal Rao

Role: B2B client PM
Experience: SME in the
payment domain with 17
years of experience

 Completed an As-is

Analysis of Dev-
portal from a Client PM
perspective

» Agreed potential

improvement
opportunities such as
a digital ‘quick start
guide’, and a

robust (technical)
support system

* (Synechron SME

presented PM role )

Interview 3
(Usability testing)

Nagaraj Davanagere

Role: B2B client API developer

Experience: 20 Years
in developing, designing and
integrating similar API

 Completed an As-is
Analysis of Dev-
portal from a client API
developer perspective

« Agreed potential
improvement
opportunities such as a
'handbook' guide for
developers, adding more
modern coding
languages.

Interview 4 -
(Workshop) Interview 5

Citi Payments Project Stakeholders

Role: Subject experts and owners

* Hosted a workshop with the key
stakeholders to share AS-IS blueprint

« That session helped us to clarify the
missing information we had

« Agree on and finalise all the existing raised
and identified pain points.

* Brainstorm at a high level how to solve
existing problems.

» As aresult, identified more specific
questions we needed to clarify with
Technical team at Citi to start the solution
phase.

Yogesh, Dommeti & Bernita

Roles: CTE & Product setup, leading APAC
production team

« This Q/A session helped to understand the
technical environment and get clarity
on more technical issues from the last
engagements

* This one-hour semi-structured interview
helped to identify the differences between
systems in production and testing

« Concluded that the Downstream systems
are expensive to build and currently there
are differences in the systems between CTE
and Production

 Learned that the backend team GIDA is

accessible only through Marketplace and the
support request for client code setup to
invoke Citi APl's

17



User Testing

In order to validate our prototypes and
features, we arranged interviews with users
to run through the journeys that would be
improved.

Key Aims

- To identify what features the client (both
PM and API developer) want beyond
what we already have developed.

« To identify areas of improvement that
help the user accomplish their key task
based on their roles.

« To gather feedback and adapt current
proposals

« To learn of any blockers that may occur
implementing new features

Full Usability Deck available on request

Below is the summary of the questions we asked in the user testing

Participant Build

« Describe a bit about your role and why you are using this portal.

 What are the key tasks you are aiming to do in this portal?

« Developer: On a scale of 1-5, how familiar are you with onboarding APIs?

« PM: On a scale of 1-5, how easy is it for you the API knowledge of the onboarding process in general?

First Glance Testing
What is your first impression of the dashboard?
« What, if anything, doesn’t make sense here?

Task Specific by Use Case

 New client: You are given this link by the salesperson from CITI, what is the first thing you do? Going through
opening an account process, how can it improve?

 Already created account: Where is the first place you check when you log in and why?

Imagine as a;

« PM: You want to make sure your developer is fully set to integrate the API, how do you do it?

« APl developer: You want to read the portal API, what would you do?

 What do you need to do as a PM (or Developer) in the onboarding process?

« What do you do if you have any questions or there is an issue?

 What do you think about the community? How easy was it to find the support you needed and how could they
improve?

« What is the most important thing for you to know and how would you like to be informed?

 How useful is this dashboard for your role and why? How would you improve it?

Usability Testing

 What do you think of the study guide?

 Was there anything that surprised you? If yes, what?

 What do you think of the content presented on each page and the way it is presented?
« What was difficult or strange about this prototype, if anything?

 What was easy about this prototype?

Holistic Experience

* Now that you have explored the menu, tell me what you think of the order and the content?
 On a scale of 1-5, how do you rate your experience of the site- the onboarding?

* Any other observation you would like to share?

18



User Testing: User Flow Feedback

From reviewing several key full digital onboarding flows, we have been able to summarise what the ideal flow would be for a user from "start" to "testing" which allows the user
to self-serve. This creates a simple structure for us to design for and use in initial testing and comparisons against Citi's current offering.

This flow and further competitive analysis led to the development of the prototype which we tested with one experienced B2B PM and Senior developers from Synechron.
Below is the summary of their suggestion for improving the onboarding flow/prototype.

Ideal User . . o , Access dashboard Creates new project . Switches to
User lands on — Clicks on create an — Provides basic details —— Prowd(_es secondgry Verifies gccount Vi@ 5 with clear next steps —— defining requirements —— C ompletes testing production after
Flow developer website account or business details email or text . with support on portal .
guidance & users completed testing
The sequence of the Include more prompts Prepopulated Separating 'Create Include the API Creating the project The suggested

Client PM

<

Client API
Developer

menu bar can be
improved by adding
‘APls category’ and
with detailed
information on APIs

Adding ‘API
categories to access
the detailed API list
first thing.

Add more information
in “Documentation” as
the first place for
discovery and support
a developer choose.

in the ‘Create an
account page’: a short
note about the journey
from creating an
account to accessing
and consuming APIs.

Explain in detail the
different API developer
accounts.

In addition to the quick
start guide, Including
the steps on this page;
to get the certificate
and how to integrate
with the payment API

information for the
existing client.

Include | accept terms
and conditions for
legal purposes.

Include a technology
management role like
a solutions architect
in the roles drop-
down

Postpone this phase
until after exploring
the API.

Split developer roles
into split developer
role into a back-end
developer (focus on
internal systems) and
a front-end developer
(focus on the data
returned from the API
to consume it).

an account and
‘detailed business
information required
to avoid a fraction of
the journey.

Same as Above

category as the first
step in the browser
also. Seeing the API
list as early as
possible will make
choosing API here on
the project page
much easier.

Same as Above

should be part of the
earlier create an
account or some
howe easier to
navigate. | would
almost do what we
had with the
registration
notification, | would
have 123 sequential
steps.

The project creation
and the information
and document
required need to be
on two separate
pages. So the
developer can upload
it when needs it.

support steps are
great.

Include more
information in the
Documentation and
repeat it as part of
‘Support’ as it is
where developers
look for their
answers.

19



User Flows

We have created key user flows which
define new user journeys for an
Improved onboarding experience

20
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Client kick-off

meeting

Client developer

?
I
|
I
I
[
Call
[
I
I
I
|
&
' | attend
- Client Kick-off
meeting

| source and send

As-is User Flow

Client Discussion As-is User Flow

The first stage of the onboarding flow is the client discussion, which requires constant human interaction with several emails back and forth between users.

This can be dramatically improved by designing this flow as an online form.

As-is: Currently 2-3 weeks as an average. Can be up to 2 months

I fill in
CDD which may
require other
people to help

| print off

> CDD

| access
I land on the Developer
the password Portal which

| receive an email

with CDD, User | email | email | receive an email

Guide & certificates to Citi CDD to Citi to create account . .
o creation screen displays Keys &
Certificates
APls
1) | 1)
| | |
I l I
l l l
| | l
' | |
Email Email “ —- Email -—~
| | |
| | |
| | I
| | I
| | I
| ¢ I

| email
client account

| receive list of | initiate
required emails to client onboarding
for user accounts process by
on the dev portal raising 3 tickets

| receive
the CDD, User | validate

certificates / CDD
Guide and Citi : / certificates
o from client
Certificates

password link for
the dev portal

CTE Setups tasks
& tickets by
internal systems

5 human points needed at least

Each human interaction adds time to overall
journey

Client developer is entirely depending on
TIM to complete onboarding

Client requires printing and scanning facilities which
is less likely in remote working, and extremely
extremely slow process for very few questions

TIM has to source documents for the client,
and collect/store them. This would also be
with all other onboarding clients

TIM has to create tickets manually on
internal services to get required access for
clients. Each ticket adds time delays.
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Client developer

Citi TIM

To-be User Flow

Client Discussion To-be User Flow

By adding account creation form, we were able to completely remove all human interaction from this stage, reducing the time required to progress

lgoto
Developer HUB

home & click
create account

lloginto TIM

dashboard

Impact: Process could be reduced to 2-3 days

| enter | land on

. | land on lgo | create
my personal & | verify | complete ! Sandbox
Company to Company . a Project & .
company my account online forms Screen with
. dashboard Documents add users
details Keys

| track
| view progress

the client & assist only
when required

(Optional)

5 human points of interaction removed

Online account creation form allows client to
self-onboard and access the portal

Documents can all be downloaded /
uploaded from this portal now a client has
access

Compliance constraints can still be used to

prevent further access for clients

TIMs can monitor progress of clients on
their own dashboard, instead of by email

TIMs role is entirely optional at this stage
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As-is User Flow

CTE Setups As-is User Flow

Currently during the CTE setups, the TIM is required to create multiple tickets on different services to progress the onboarding journey.
These steps can be automated which would reduce time required for this stage.

As-is: Currently 2-10 days for end-to-end client setup

| receive link to
create password
& account

| email

client certificates

| email
client password
creation link

| receive | create
& approve tickets for
client certificates CTE setup

| am notified
of completion

| notify
client of plan

TIM is currently creating several tickets in different
systems to progress client, creating a slow process

Client has no visibility of backend process or
any issues, so will not identify issues easily

Ticket (Service Now)

!

Ticket 1
CMP request to

APIm suport to Client ID, Secret
upload the Key Certificate
certificate and installation
also create Client
ID & secret key

Various teams are involved in the
environment setup, such as APIm gateway,

N T:(cke: | CitiDirect, Service Now & Citi Marketplace
ar etp ace
Ticket 2
CMP request to . agm . n
Ticket outd itDvec Process requires emailing with the client,
Client Definition o 0
CitiDirect (Marketplace) i:CT?,requests : (?reates . WhICh IS SIOW and unsecure

creation and Access profile
respective access
profiles; and also

uploads client
certificate

Ticket 3
Create File profile
and add accounts
L in scope in OPS Create file profile,
under the API file adds accounts

profile (only
completed if
necessary)
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CTE Setups To-be User Flow

By automating the CTE Setup, we were able to reduce manual ticket creation by the TIM, while still allowing intervention when required

Impact: Maximum of 2 days due to new automations

| am notified on
dashboard

A, i
client certificates
Client developer

| start testing

A
I
|

Email (optional)
|
I

Yes w A TIM can review client certificates in their dashboard,
but this is no longer required as part of CTE setups

| review

g ino - |am notified A TIM or Client can trigger the automation setups from
TIM Dashboard to e e (- 4 Of completion on W . . ..
view client ik TIM dashboard their portals, depending on permissions

w  Client will automatically be notified of completion

1
CTA trigger :
I
l Product ! .
APImsetup  —» CitiDirect setup —» processor —p o Success If ’[hel’e are errors from the SetUpS, the manual Journey
(Optional complete? N4 .
ptional) Notification/Email can still be used as a fallback

Automation |

Support ticket Manual setup is

raised completed

To-be User Flow
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| initiate
Authentication
API Call

Client developer

Citi TIM

CTE Testing As-is User Flow

As-is User Flow

The user testing stage is currently poorly supported for client developers. Several areas can be improved from a technical & content
perspective. However, there is a clear opportunity for a user to self-serve support and resolve testing issues before needing to contact a TIM.

As-is: 2 weeks to 2 months due (o client dependencies

| discuss Ltest
Do | have with Citi | confirm testing
. . of all Product .
an issue? Technical team completion

APls
to resolve

Yes - Email

v

| request to
testing team to
validate the
results

| collect issue | call
information from to troubleshoot

client the issue

Email/Ticket
I

v

Test results

Test results

validation validation

| prepare / collect
Sign-off
document

| receive
sign-off
document and
print

| email
sign-off
document

| scan in and
email completed
document

| email
sign-off
document

TIM has no visibility over client testing
progress

The only option for support is directly
emailing the TIM, who in turn emails internally,
causing a slow chain

Very little test data is available for functionality
of APIs, adding time to user testing

Sign off confirmation requires emails &
documentation adding to time
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Client developer

Look for the test
catalogue
applicable for the
respective
products

| am on the

sandbox screen

test results

Do | have
anissue?

Yes
v

| reperform the

test execution

still fail
v

| open the
support menu

| have no issues -
el\[e] d Proceed for CTE

Sign-off

T

Success

J

| open
support bot

lgoto
Community /
support hub

| view

help guide /
handbook

| find

the right answer

| search
for the issue

Impact: End to end testing could be completed in 1-2 weeks

I can't find
the right answer

| create
a new topic

A new ticket is Other users
createdand —® notified / see
opened issue

|

| am notified of a
issue that has
been raised

Another user
responds with

| investigate and

respond with a fix

To-be User Flow

CTE Testing To-be User Flow

By creating a support section accessible to clients, there is a strong chance issues can be resolved without contacting Citi

A support section of the portal can offer
several solutions, such as a community hub,
user guides or chatbots

A community hub allows many users to
contribute issues, and even solutions,
building a large help guide

Citi can use the learnings from this hub to
identify common issues and challenges
faced by the users

The current user guide/handbook is not
accessible online, and can easily be added
here



Client developer

Citi TIM

| share
production

Production Setup As-is User Flow

As with the CTE Setup, by automating Production Setup, we were able to reduce manual ticket creation by the TIM, while still allowing

| am ready

certificates with for production

| receive the
certificates
& load

| create
tickets for
CTE setup

Ticket

Ticket

v

intervention when required

As-is: Average 2 weeks

| receive
email production
is ready

Production certificates are shared by email

TIM has to create multiple tickets in different
systems to progress client, creating a slow
process

| am notified | email
of completion client credentials

° Client is emailed production credentials

App setup
. t
Ticket b

s 4 CD setup request

> Product
Processor setup

As-is User Flow
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To-be User Flow

Production Setup To-be User Flow

As with the CTE setups, we can remove the entire ticket creation process by automation, saving time to progress

Impact: Production readiness activities can be completed in 4 days
(2 for setup, 2 for Pilot transaction validation)

. | upload Installation is | can access
- Production confirmed & | dashboard with | start
certificates in click “request production Pilot transations

credentials

portal production”

Client developer

Email w  Client developer can request production from the

portal directly, triggering the setup automation

| am notified uin P TIMs can have also trigger production setup if
; uppor N\ .
of completion & §, \ Sy leciiee req ui red

email client

lloginto
TIM Dashboard to
view client

Citi TiIM

| Manual support is still a fallback option if

: ves : 4 .
Optional trigger | | there are automation errors
; Product Success :
APImsetup —— CitiDirect setup ——»  processor ———P seu:pt 5 Notification/Email |
(Optional) R Ticket/Email

Automation

|
|
|
|
|
-

Support if

Support ticket Manual setup is

raised completed required




Prototype: Developer Portal

Summary

This is a prototype of the recommended
approach to the developer portal. It
visualises the create an account journey,
and how a client can provide required
documents. After setting up a project, the
user can use various new features in the
project section. Example Company Dashboard > [Project name]

Payment project

—~ Institutional Clients Group

Dashboard Solutions Developer Tools About Us Documents Support Alex v
ct Developers

A\ You will have limited functionality until your company is approved Learn more

Key recom mendatlons Production Team members Project settings Logs
Allow self-service account creation Sandbox keys
Movg Client D|§covery DOCL_Jment and Sscrebies B
CertIfICate Sharlng to an onllne KAKAEKRAA AR A A A A AR A A AR A A A A A ATk kb hhkhkhhk ki .
documents section API key [ GommRILy
Use Z Company Set_up approach to dYubyusevdbvcdseyvdb2r2r2vbznvsev32sdvnbsvnbs .
allow multiple users on one account S
and Client ID Test scenarios S
Create a support seCtion W|th Several These are the following test scenarios for your selected APIs Filtering bills and invoices by a particular day
methods of digital deflection Request Response

Provide a developer logs view for |

clients T ——————

APl versions

’0 View Prototype
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https://www.figma.com/proto/1dfnilMzsekIIQugUgVN8c/Citi---Payments-Design?page-id=1495%3A9327&node-id=1495%3A9331&viewport=957%2C389%2C0.08&scaling=min-zoom&starting-point-node-id=1495%3A9331&show-proto-sidebar=1

Prototype: TIM dashboard

Summary

let\ ln.sptutlonal Clients Group Baskioard Clients Suppori
Citi

Currently TIMs have no visibility throughout
the journey. This new dashboard will allow
them to track several areas, reducing .
ongoing manual contact with the clients. Alex Smith
m Clients System status

System status Onboarding status

Key recommendations

My network Current open

Create a dashboard for TIMs which will m 0 5 client Status Actions
allow oversight into the entire - elnienance Jrnoun —_ CTE testing ——
onboarding process for clients

Provide a system status panel

Show client testing progress
Show client setup status

Ping Availability Company name Request production Actions
Interface Errors Company name CTE testing Actions
Interface Discards Company name Product setup Actions
Disk Utilization Company name CDD Actions
Company name CTE testing Actions
Company name CTE testing Actions

Company name CTE testing Actions

!@ View Prototype
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https://www.figma.com/proto/1dfnilMzsekIIQugUgVN8c/Citi---Payments-Design?page-id=1647%3A13561&node-id=1647%3A13562&viewport=676%2C692%2C0.85&scaling=min-zoom&starting-point-node-id=1647%3A13562

Stages

Timescales

2 weeks would be a
good timescale, that
is the quickest the
user has
experienced so far

2 weeks would be
impressive as a
timescale

This would be close
to excellence, but
Production should be
longer, can’t take
important risks

2 weeks - sounds
amazing

In a perfect world, 2
weeks is very
ambitious. We rely
on 3rd parties that
slow things

Prototype Feedback: Citi Clients

The feedback is grouped from the clients into sections of the prototypes shown.
There was a strong consensus of support for all features recommended, along with some additional ideas which are highlighted.

Account creation

Certificate requirements
could be both side of
project creation - after
selecting APls, different
certs might be needed?
Could this all be done
on sandbox

APl list Section that is
shown would be super
helpful (A Marketplace),
without needed to have
full accounts

Project creation

Would like the
ability to set user
goals — e.g
production date
required

Searching for APls on
the product creation
form might be
needed, due to being
SO many

APls may need more
detail explaining them

It’s the way to go,
time is wasted in
emails and calls

Sandbox page

Would be great to
have the ability to
add user tests

Would be great to
see the history of

the project testing

Would like create
new keys ability -
new and old would
both need to work
at same time

It would be great to
not have to wait on
certificate approval,
and get straight to
testing

Sandbox users vs
production users are
very different, need
a way to manage

Testing

Production would
be a separate
screen/
requirements?
Product tab needs
to show status of
APIs in moving from
testing to
production “Where
are APIs located”

Postman & SDKs -
This would be very
useful

Postman - This would
be useful, would help
current issue if
different versions

Would be important
to view specific
APIs for testing, eg
Enhanced Payment
Enquiry, want to
view that in isolation

Support Logs

This would be useful
to spot errors made
previously and how
resolved

This would be very
useful, the filters
would benefit

This is useful
FAQs work well if

searchable, as likely
to have many
categories/sub
categories

This would be useful,
would help current
issue of different
versions

Current docs
attachments don’t
open for mac users -
new online docs
would resolve this

FAQs / Community
needs to be search
by APIs as there are
a lot to search
through

It would be great to
have this

Takeaways

API list needs expanding with multiple
options or a separate screen on project
creation flow

Make sure FAQs / Community is
searchable and categorised

Explore adding a client timescale
question/user goals on project creation
Expand test scenarios block on
sandbox - ability to add new scenarios
/ run time

Create the “API| Marketplace”

Add filtering/categories to community
or FAQs

Define clear route for documentation
How does production tab look? Is it
needed?

Design new key creation journey
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Pain points Overview

Below is a summarised list of paint points discovered during our interviews with the Technical Implementation Managers, and review of the user journeys.

Production cut-over

Production setup takes 2 weeks

Client Discussion CTE Setups

Client account creation up can take Setup can take 10 days before clients
months can test

CTE Testing

Testing takes on average 2 months

Pain points Pain points Pain points Pain points
API developer has to google each CA
to find the contact details.

The user guide page is in pdf and is
not updated. Setting up test environment takes 2

Many clients submit their certificate weeks - lots of tickets to raise by the
with delay. It is mainly because getting Technical Implementation Manager.

Client has to update their There are only two supported
certificate regularly which is too languages in Citi dashboard. The
much hassle. clients with more modern languages
like Python, Ruby

There is always a delays in reading
emails, which adds to time

Client has to update their certificate
regularly which is too much hassle.

TIM’s are required to create
multiple IT tickets through
ServiceNow and Marketplace

certificate is too technical if the client
Pm is only a functional PM & has

to update their certificate regularly
which is too much hassle.

Depending on the API's subscribed,
various teams are involved in the
environment setup like APIM gateway,
Citi Direct, Service Now, Citi Market
etc.

Currently certificates are verified

manually and typically takes time b/w 3

hours to 2 days with email exchanges

The code comments need to be more
descriptive

The client PM has no visibility of
where the back-end process is and
what issues is stopping it

API's often does not have enough
test data to test the functionality
and sometimes depend on the
Prod environment for testing

Support system in place has too
many steps (at least 3 chains) for
each issue, even small ones.

Summary Summary Summary Summary

This part of the process is very manual The setup is slow due to manual tasks Clients are poorly supported during testing The setup is slow due to manual tasks
and slow due to a lack of automation and required by the Technical Implementation with lack of tools, information and visibility required by the Technical Implementation
digitisation of the client setup Manager throughout Manager
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As-is Blueprint

The As-is Blueprint Is a current state analysis tool, mapping the current customer journey and all the business processes involved in the onboarding and implementation of B2B clients at Citi.
We mapped out the current journeys for onboarding and testing a B2B client into 4 stages including Client discussion, CTE setups, CTE testing, and Production cutover.

Through interviewing Citi’s TIMs, Project Stakeholders and the internal expertise of the team, 24 key issues were identified which are shown in the image below in numbered red dots.
We utilised this Blueprint to brainstorm on ways to resolve or remove the pain points identified including manual service touchpoints, from Technology, Product and Experience points of view.
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Physical evidence

Business process

TIME |
|
Call out specific
Client documents.
(Business &8 Tahsin/Kamal
Technical/
Product Bated on the call on 215t
Oct with TIMs, No
team) documents are being
shared with client for
Signature for APY
onboarding
|
|
|
TIM |
(Technical :
Implimentation |
Manger) :
|
|
|
|
|
|
|
|
|
|
|
API :
Onboarding |
Team :
|
|
|
|
|
|
|
|
|
:
GIDA |
|
|
|
|
|
|
|
|
OPS :
|
|
|
|
|
APIm/ :
Data power :
|
|
|
|
|
CitiDirect |
|
|
|

Citi call-...

Deal Review

Client Kick-off
meoeting

Client discussion

Citi website and Emails

CDD and certificate process
awareness

Currently 2 weaks to X months - Clarify with TiMs

Received User
Guide, Certificates &
AP! Specs for further

Chont Send

Caertificates to TIM

deveiopment
activities

|

TIM emails the
CDD, User Guide
and Clti
Certificates to
client

L iadadiad

TIM sends an amall
to technology for
validation of COD

and certificates

H
i

{

GIDA entities
accounts in
scope
(where this fit?)

| @

TIM checks with
client if an issues in
the certifictes until

we gets valid

ey i Certificates are
fino, TIM initiates
Client on-boarding
process pnd also
orrange technical
session to
understand Payload
Technology

performs
validation on
CDD and Certs.

| recieve an emai 10 o

complete the
registration Lo access
AP| developer portal

TIM gots the list of
E-mail accounts for
AP1 Development
Portal access and
raise reques!
intermally

0

Technology team
provides access
1o the API Portal

As-is Blueprint

Client Discussion

Timescale: Currently 2 to 3 weeks as an average. Some of the clients
are taking 2 months also to share the certificates

Pain Point 10

API developer has to google each CA to
find the contact details.

Pain Point 11

The user guide page is in pdf and is not
updated.

Pain Point 12

Many clients submit their certificate with
delay. It is mainly because getting certificate
is too technical if the client Pm is only a
functional PM.

Pain Point 13

Client has to update their certificate regularly
which is too much hassle.

Pain Point 20

The portal doesn’t open in Chrome only
Internet explorer and Safari.

Pain Point 19

The portal sometimes doesn'’t appear to
open in Chrome. only Internet explorer and
Safari are working fine.

Pain Point 3

Since API development portal is already
having these functionalities, but not
accessible to all the clients.

Pain Point 6

Depending on the API's subscribed, various
teams are involved in the environment setup
like APIM gateway, Citi Direct, Service Now,
Citi Market etc.

Pain Point 7

Currently certificates are verified manually and
typically takes time b/w 3 hours to 2 days.

Pain Point 22

TIM sends the document to the clients that are
already on the portal because they don’t have
early access to the portal.
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Physical evidence

Business process
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CitiDirect

client creates client
1D, secret key and
subscribed to the
products required
{sell-Service)

CTE Setups

Citi payments Website page? and Email

I recieve my 1D and
secret key by emall

Citi Marketplace

8 Service Now

Client 1D and
Secret key is
created

APlset-up m OPS set-up CIT| direct set-up

2-7 days per step (2 weeks best case)

Chents who do not use
AP Davatopor partal will
send an emall request to
TIM for creation of Client

i and Secret key
T gves gt by Sotwm sint ot
::, TIM gives plan to client
it for steps / timelines
TIM raises CMP
request 1o APIm Creato File profile and TIM will update
suport to upload +, add accounts in scope the client once
—  the certificate 7" in OPS under the AP| the setup ks
and also create file profile ready for testing
Client ID & sacret S
ity b
key o~
™ raises TMP request
to bulid Citidirect Client
Definition in CTE,
) requests functicnal usar
creation and respective
access peofliias; and also
uploads clent certificate
APIm support
complata Client
certificate and
upload in APIm and
close the CMP
request

Client ID and secret
kay is created

GIDA compiletes CTE
CitiDirect buikd, with
récuared SOlBOnN
packages, croates the
functional Lser and grasts
#ccoss profies as requined

File Profile and add
pccounts in scope are
croated

Cliant certificates ara
installed by CTI-OPS

Solution Packages.
Functional User,
Access Profies

readiness

CTE Setups

Timescale: 2 days to 10 days for end-to-end client setup

Pain Point 21

Client has to update their certificate
regularly which is too much hassle.

Pain Point 23

Setting up test environment takes 2
weeks - lots of tickets to raise.

Pain Point 3

Since API development portal is already
having these functionalities, but not
accessible to all the clients.

As-is Blueprint
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As-is Blueprint

CTE Testing

Physical evidence Citi payments Website page? and Email

Testing and sign-off process

Business process

CTE Testing

TIME Timescale: 2 weeks to 2 months. The majority of the dependency is on

client technical capabilities and understanding.

help resolve ssues,

i
|
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| |
| |
| |
| |
: |
| |
' |
: |
|
' |
| [
| [
. Client : :
) (Business & I - - |
z The client initiates If no issves in the - a - =
g TeChr"call : Aglhentical‘eAPI. Authentication, ciienlte‘ceivemeemell Client signoff : Paln POInt 14 Paln POInt 15
g Product I :;j::qw:?‘d:b:':e a{l‘: ::;n‘:c;:r::ar:s::g to confirm the sign off confirmation | . N
& team) ! fssue =z : There are only two supported languages in Citi The code comments can be more descriptive, it
| — | dashboard C# and Java. the clients with more is harder to understand rather already complex
| ° : modern languages like Python, Ruby. Have code.
: ' ° : to adjust their language first.
[ |
| | |
TIM | ::;A)O:or:nec‘t: :,:t: ::: TIM request the Sencs sral 1o Olare TiM confi@s timelines |
(Technical o e ety o g o |
Implimentation | e I
Manger) : ' - - . .
| @ l Pain Point 16 Pain Point 17
[
l l . .
: : To build Tetlr']bra%’ the f]_evhe!or.:_er needito The client PM has no visibility of where the
: | copy-paste edco es which IS time- back-end process is and what issues is
( —— | : consuming and may cause an error. stopping it.
‘H |
[ [
1 | |
O - | i
| Triage and involves |
Onboarding | other support teams to |
T |  help resolve issues. | . .
eam : : Pain Point 9 Pain Point 8
: : _ Challenges observed in Testing environment.
' ! Currently Legacy systems support the client API's often does not have enough test data to
| | t d i t . . g
| | St e sl lrkalibel Ll elle, test the functionality and sometimes depend on
| | the Prod environment for testing purpose and
: : conclude the testing activity.
GIDA : :
| |
| |
[ |
| |
| |
[ [ - - . .
| | Pain Point 24 Pain Point 18
OPS : ’:;fig:;ﬁ:ﬁ:f : There is always a delayS in reading emails PM is aiming to get the onboardin process
: : g
: : due to workloads & meetings, which adds to done as quick as possible, however the support
2 : : the time it takeS fOr the next Step to beg|n System in place iS too many Steps (Client
2 : | developer to the client PM->Client PM to TIM->
8 APIm/ | mmmembesto : TIM to technical support team) and all the way
2 SR Py | hepresoheissucs. : back for each issues even if it is a small ones.
| |
| |
: :
CitiDirect | (s |
[ |
| |
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As-is Blueprint

Production cut over - production activity

Physical evidence Citi payments Website page? and Email

Production Setup

Business process

Access Profiles
readiness

'
|
|
I
|
|
|
|
|
|
|
|
|
| - - . . - -
TIME i Timescale: Depending on the production readiness timelines agreed
: between the Client and Citi (Approximately 2 weeks on an average)
= Client |
@ (Business & : -
E 2 Client request for Client initiates PVT
o Technical/ : Production Client ID transactions once the
7 and Secret Key & share roduction setup is = = u .
§ tPrOdt;Ct : pro-dul)or: ccryliricams ':oady o both c:ds Pa I n P OI nt 4 P al n P o I nt 2
eam
: Client has to update their certificate regularly TIM’s are required to create multiple IT
: which is too much hassle. tickets through ServiceNow and Marketplace
|
PP Setu
: \J/ ARequt:slp
™M : TIM Initiates TIM connects with AP|
recmicas | e — () e et
Implimentation : ki
Manger ) : Profile Setup
|
| CD Sr
I &%
l Request
|
|
e I
|
P I
[ :
U API |
Onboarding : Pl
Team | help resolve issues,
|
I
|
|
|
|
|
|
|
|
|
GIDA :
|
|
|
|
|
|
|
| File Profile and add
OPS | accounts in scope
l are created
I
|
|
c |
o I
.8 APIm/ : Client 1D and Ceﬂif’::i::s i
oy Data power | S”Z:;;:‘:; " installed by
2— | CTI-0PS
|
|
|
s : S(;luno‘? Pa::l:j:sges,
CitiDirect | i
|
|
|
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To-be Blueprint

After exploring the recommendations and validating their feasibility with Citi’'s key stakeholders, the Synechron team mapped the client journey for in the To-be Service Blueprint, shown below.
The recommended business processes and technology enablers were then added to create a holistic view of the future state of Payments Express onboarding.
This Blueprint can be used as a visual mapping tool with the list of recommendations.

Client Co-ordination CTE Setups CTE Testin Production Setup
(Pre-Integration) (CTE environment readiness) 9 (Production activity)
ichpoint .

e = e e e

Cownt () 2 Socret Comt intiates it
Wy rlornation to = B tronmactions and
et (e erviad comnacts with TIM if

Nomfiaton 10 Cherd orce he setup compltes

Aiwect
Setio
roduct Product
oceusor Eracentar
550 556
$5G
Seup > Surep
|
— '
(= .
(V) i
APIm Support
' o )
' ) ) ,
; I + e o
ity
(
\ J
CitiDirec

| Client TIM Citi Team Ak i
F Fu " bl ueprint Iink here Interaction Interaction Interaction WRAbR
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To-be Blueprint

Client Co-ordination

(Pre-Integration)

Create an account Project setup

Client Co-ordination

o Headline: The new Client Co-ordination stage no longer requires email conversations
o between Client and TIMs. TIM'’s involvement is greatly reduced at this stage

Client touchpoint Developer Hub

Already a Cht
client s0 clicks

sign in

Client goes 10
project form

—_— usors/
di

Client enters : zn ? 190 1o the
‘ i Venfication method SR,
{email/text)

1. User Guide, API

Timescale: With proposed recommendations, client and TIM can complete these activities

Cliont ks now to I can rogister the Client recelves Based on the user guide

TO BE client journey

internat Users ; 3. Filling £PD form submission
1

Citi and glven a Company uer and Documentation review certificates from CA and AP1 specifications, .
turthor create ertificatas the H
i g B e abisitigt it s in 2 to 3 days maximum

Note: Certificate procurement from client has the dependency

If any lssues in creating
account by client, TiM
coordinates Intermally and
create Company account for

I required, TIM initiates
Client arrange technical

In the client Kick-off
meeting, | shoro the APY
Dovelopment Portal URL for

Recommendation 1

Self Registration (Company Account):
Provision for self company registration to ICG
portal. Company user can further create other
internal login accounts for the portal based on
their roles. This would also help the system to
map single Client ID and Secret Keys across all
users of single company.

Recommendation 2

CDD Exchange:

The existing process of exchanging CDD form
among client and TIM to be digitized by
introducing online form through ICG portal
Once client uploads the CDD form, system can
trigger an email notification to TIMs to review
and take necessary action if needed.

Technology team can
help TIM to create

the user account for
APl Pactal
- |
1

Recommendation 3 Recommendation 4

APIm Support

| Browser Compatibility:

|ICG portal functionalities are only working
£ | with specific browsers. Since ICG portal is
— going to become as single point of contact

User Guide Improvements:

The user guide available in the portal should be
updated:

- The screenshots captured are to be latest

556 for majority of the onboarding activitieg, We _ We need to add some kind of information /
S 5 et ?r(eaed © t?nsurz tgat iz ch.rlt(aI gr? I win il links regarding the valid Certificate Authorities
@O& P00 e equently Used Drowsers fike Lhrome, so that they can refer them to complete the

- o T Firefox, Satari, Edge, efc. activities related to client certificates

‘Q

c
-]
=
o
=
-
o
<

Recommendation 5

ICG Portal access to all clients:

Q;& Based on the inputs from TIMs, portal
S access is not available with all clients across

all geographies. We strongly recommend
providing the portal access to all clients so
that majority of the manual activities from the
TIMs perspective would be eliminated

# V. b| . t h Client TIM Citi Team Adtoruation
IEW ue .p rin ere Interaction Interaction Interaction
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To-be Blueprint

CTE Setups
(CTE environment readiness)

CTE Setu PS

Headline: This stage can be automated to remove all interactions for Clients, and
optional involvement from TIMs

Client touchpoint

Timescale: Maximum 2 days

TO BE client journey

Client developer

Recommendation 6

CTE Setup Automation:
In the existing scenario, TIMs are raising multiple tickets through ServiceNow / MarketPlace

‘ T to support teams to complete the setup in the test environment before the client starts the
e TMlogi to1c TIM il upate testing. TIMs can be provided with a user interface to initiate and complete this setup
TIM navigates to Product the client once .
porctz;'!;::tr::!e — setup?'nenu Brovatcor re;:sfz::;:ng H process th rOUgh d feW CIICkS
Setup

= _
Recommendation 7

CTE Setup Dashboard:

At present, there is no visibility on the setup readiness and TIMs are maintaining the status of

setup readiness manually. We recommend having a dashboard to represent the readiness of
each setup so that TIMs can view the end picture and effectively communicate with clients

APIm Support

'
1
}
)
)
}
}
1
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}
}
)
]
}
}
)
)
I
1
)
}
)
}
1
1
)
)
}
1
1
]
)
]
}
)
|
}
[}
}
1
v

SSG set up for

s e

Push notification
(optional)

SSG

APIm / Data Power

c
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2
©
L
e
[
<

i,
—
2
=2
L,

Solution Packages,
Functional User,
Access Profiles

readiness

CitiDirect

Product
Processor Setup
(e.g, WorldLink)
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’b VleW blueprlnt here Client TIM Citi Team Adtorngiion
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TO BE client journey

c
=)
=
©
2
e
o
<

Client touchpoint

Client developer

Citi TIM

’% View blueprint here

CTE Testing

Client

Interaction

i E i .E
|
'
|

TIM
Interaction

Citi Team
Interaction

Automation

CTE Testing

To-be Blueprint

Headline: Clients now have a range of self-service options to help reduce TIM interactions

Timescale: Once the client completes developments, end to end testing can be complete in 1 to 2 weeks

Recommendation 8

CTE systems health status:

The health status of each system involved
should be available as a dashboard to TIMs so
that they can ensure that clients will not face
any issues in the testing. This would also
eliminate the dependency on support teams

Recommendation 10

Integration Libraries / SDKs:

There are only two supported languages in
the Citi dashboard C# and Java. The clients
with other frequently used languages like
Python, and Ruby. Have to adjust their

language first.

SDKs should be available for clients to
download and test with minimum
configurations

Recommendation 12

Handbook:

We also recommend building a Developer
Handbook which details all the possible
errors/integration Issues encountered by the
client along with details of the resolution.

This will minimize the interaction between
clients & TIMs and clients can resolve the
integration issues on their own.

Recommendation 14

Developer Logs:

Controlled access to the application logs for
developers will remove the dependency on
TIM's and equip the developers to resolve
the issues in a self-service manner

Recommendation 9

Postman Collection:

Providing a pre-built test suite for all possible
scenarios to test the APl and are also open to
adding more scenarios which the clients can
add on.

All product APIs available in the portal can
have the standard test case catalogue so that it
would help the client to understand the test
acceptance criteria for the Sign-off. This would
also help the client to handle all mandatory
scenarios from a development / Integration
perspective

Recommendation 11

Test Results Dashboard:

The result of the test case execution should be
visible to TIMs. This can be used as a data
point to provide the Sign-off for API testing

Recommendation 13

Community / Support Hub / Chat bot:

Feature to reach out to the on-call support tech
team, build a developer community portal for
exchanges/share the experience for issue
resolutions, first-level automated chats with a bot

Recommendation 15

CTE Sign-off:
Sign-off option to client through the portal using
test results dashboard
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TO BE client journey
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Client touchpoint

Client developer

APIm Support

SSG

APIm / Data Powei

CitiDirect

"3 View blueprint here

Citi TIM g E

Production Setup
(Production activity)

Client
Interaction

TIM
Interaction

Citi Team
Interaction

Automation

Client & TIMs

Recommendation 16

Production - Client Certificates Upload link:
Link to upload client certificates for Production
environment. The system should also validate
the certificates uploaded by the client and it
should allow only valid file formats

Recommendation 18

Production Setup Automation:

In the existing scenario, TIMs are raising
multiple tickets through ServiceNow /
MarketPlace to support teams to complete
the setup in the test environment before the
client starts the testing. TIMs can be
provided with a user interface to initiate and
complete this setup process through a few
clicks

Recommendation 20

Production System Health Status:

The health status of each system involved
should be available in the dashboard to TIMs
so that they can ensure that clients will not
face any issues in the pilot testing. This
would also eliminate the dependency on
support teams

To-be Blueprint

Production Setup

Headline: Production setup can be automated to reduce interactions and time for both

Timescale: The production readiness activities can be completed in 4 days maximum (2 days for setup &
2 days for Pilot transaction validation)

Recommendation 17

Production - Citi Certificates download link:
Citi Production certificates can be made
available as downloadable option for clients in
similar to the test certificates

Recommendation 19

Production Setup Dashboard:

At present there is no visibility on the setup
readiness and they are maintaining the status
of setup readiness manually. We recommend
having a dashboard to represent the readiness
of each setup so that TIM can view the end
picture and effectively communicate with clients
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Client Onboarding Systems Architecture

ServiceNow MarketPlace

CTE

Create APIm ID

Create
File Profile
i & Add Accounts Prncs
: ] Functional User Id
Client 1d & Access Profile

TiM & Secret Key
|

Citi
Developer
Portal

I Payments

APIm / Data

a( CitiDirect }
Move Certificates

RE

Scheduler Product
Application Processor
Notifications

Client
Client
Environment

Schemes

[Ci!i Applwtions] ( Persona ] [Developer Ponaﬂ (Tlcket SystemsJ

As-Is Technical Architecture

Currently Citi’s client onboarding is taking anywhere between 4 to 5
weeks and this exercise is to visualize the problems in onboarding
journey and provide optimal solutions to Citi which can drastically reduce
the Client onboarding time and provide the live status of onboarding for
all the stakeholders

What Did We Learn

Various systems, support groups, dependencies between the systems which are
involved in the client onboarding activities

Manual activities performed at various levels

Multiple IT tickets are required for system setups

Ticket creations are manual in nature and does not change from client to client
TIM's manually check the logs for identifying any system issues

TIM's raise similar tickets for system maintenance

TIM's does not have the view on progress of testing activity

TIM's provide end to end support for client starting from certificate requirements, client
application integration, support during testing, issue resolution, co-ordinate with support
teams

What Can We Start To Think About Improving

Enhance the portal functionality to integrate with automated processes which are
currently in manual

Identify the bottlenecks quickly which can hamper client testing due to system failures
Equip TIM's with dashboard which reflect systems health in live

Provide visibility on client testing progress and avoid

What Are The Next Steps

Interact with Citi's development team

Understand the accessibility of CitiDirect, OPS and APIm from a centralized system
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Client Onboarding Systems Architecture

(To Be)
4
[Setup Process Automaion}
¢ 1) Create APIm 1D 1
2) Create File Profile
Event 3) Add Accounts
4) Create Functional User ID GitHub \!’ Client Integration Libraries
5) Access Profil Repository ) Postman Collections
3
iy Dashboard
System Setup Status  Testing Status SVS“;“IH%"“
; atus
Certificate Setup Status s h 4 n ~ ~\
Upload
Event APIm Setup
——> Payments
ﬁ Citidirect Notifications
Setup
? Payments
TIM Client Id Exchange
& Secret Key, SSG setup
Certificate Upload
Citi \; y J S =
Developer A A A
Portal e

g

Fayment Success/Failure

Notifications

hitps request

CTE

3 Power

Faymenis,

Certificate upload
e e——— |
2
Client ‘ ‘

\

Tech Team
hitps response m Move Certificates
Product
Client [ Processor ]
Environment
\ J
Notifications

Schemes
(Gﬁmpﬁcatims] [ Persona ] (Developer Portaﬂ [ Autamation J Ap%ll'?cgttion &xtema’l SitesJ
Recommendations

1) Provide links for downloading client API libraries and Postman Collections for API testing.

2) Chat option with Technical Support Team.

3) Provide Dashboard for TIM's to track System Setup Status, Testing Progress, System Health and notifications.
4) Automate the APIm & Citidirect application setups.

Citi's

$ View full size

To-be Technical
Architecture

Recommendations

Citi portal to provide links for downloading client API libraries and pre-built Postman collections
suite for API testing.

Chat option with Technical Support Team

Provide Dashboard for TIM's to track

- System Setup Status, Testing Progress, System Health, and notifications.

- System status to indicate the progress on APIm and CitiDirect setup’s

- Test results are captured from the API testing and visualization is provided on the progress

- System status health is reflected in the dashboard for all the connected systems in CTE
and downtimes are easily noticeable

- Notifications are provided on all the key events related to system health/setup, testing
progress, support escalations

TIM can initiate the Automated system setup in APIm & CitiDirect environment.

User benefits

Client Developers
Links for downloading client libraries/SDK’s, Postman Collection Test Suite
Easy accessibility for reaching Teach Support & automated escalations for TIM’s
Access to developer handbook and application logs
Client PM
Visibility on testing progress & verify accepted sign-off criteria, Initiate Sign-off for Production
TIM’s
Dashboard to track the overall onboarding journey
Initiate Automated system setup’s
Notifications on all important aspects during client onboarding
Visibility on testing progress & system health, proactively notify client
Citi Tech Support

Lesser number of IT tickets
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Account Creation

Recommendations
Self-service account creation
CDD Exchange

Key Benefits
Removes manual steps

Allows clients to access portal
features fast

Reduces onboarding time by
up to 12 days

Impact

Account creation would be
instant -

Skills needed to build
UX design
Business Analyst
Backend Developer
Frontend Developer
Test Engineer / QA

Recommendations

Developer Self-service
& Testing

Recommendations
CTE setup automation
User guide improvements
Postman collections
Integrations libraries/SDKs

Key Benefits

Allows developers self-service
during testing

Provides automation for testing
setup process

Impact

8 days removed from current
CTE setup & ability for clients to
test faster

Skills needed to build
UX design
Frontend Developer
Business Analyst
APl / Backend Developer
Test Engineer / QA

Technical Implementation

Manager Dashboard

Recommendations
Test results dashboard

CTE setup dashboard
CTE system health status

Key Benefits

Visualizes client onboarding
progress for TIMs

Allows easy identification of
Issues

Reduces manual contact

Impact

Allows TIMs to support clients
faster, removing emails

Skills needed to build
UX Design
Frontend Developer
Business Analyst
Backend Developer

System / Network
Administrator

Test Engineer / QA

Developer Experience
Improvements

Recommendations
CTE sign off
Developer logs
Community & help
ICG portal access to all clients
Handbooks
Browser compatibility

Key Benefits

Remove dependencies on
TIMs

Improve user experience for
Clients

Impact

Process goes from 3 weeks to 2
days

Skills needed to build
UX design
Implementation Manager
Frontend Developer
Backend Developer
Test Engineer / QA

Production Setup

Recommendations

Production - Client Certificates
Upload/Download

Production setup Automation
Production setup dashboard

Production System Health
Status

Key Benefits

Automate ticket creation
process for TIMs

Reduce dependencies on
support teams

Impact

11 days removed from current
processes

Skills needed to build
Frontend Developer
Implementation Manager
Info Sec Specialist
Backend Developer

System / Network
Administrator
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Next steps: Proposed Implementation Plan

Based on the synthesis of the detailed 8-week discovery, we have created an initial proposed release plan for the implementation
of a fully digital onboarding journey for Citi, breaking down the key features into achievable tasks that drive maximum impact

Proposed Release Plan

e | o 2] | e ] 5 | e |7 | e o | w0l n e fn [ uw]s | f‘ss”mpt'ms'

Timelines may vary post
understanding the internal

Squad 1(1BA, 2Dev,1QA, 1UX,1PM, 1DBA)

Self Registration (Company Account) =/ /7 system design and the way
ICG Portal access to all clients 7 Need to understand from Citi if any dependencies to achieve com pon?nts are cou pled upon
further discovery
CDD Exchange |
User Guide Improvements — 2. This is based on the
recommendation of
Handbook R | : - :
anehoo "Integration Libraries / SDKs"
Production - Citi Certificates download link " for three languages (Java, C#,
Need to understand from Citi if any dependencies to achieve e
Production - Citi Certificates upload link ey Python). Any additional
language SDKs/Libraries
Postman Collection == | additional efforts
Integration Libraries / SDKs = o :
d 3. This is with an assumption
Test Results Dashboard EBEEEeseeaaaaaa - that all 3 squads are
CTE Sign-off = 5 Bepeniantion “Task resuiis dashboaril available for the delivery,
which prevents delays across
Community / Support Hub / Chat bot = Chis feadtiack on clients cperience s sesential (for ' ' '
Ry Sonn J example, TIMs observations on the frequent issues, Clients Ir’.np_ler.nen.tatlon for the e_ntlre
Developer Logs _ feedback to sales teams, etc. d |g |ta| |Sat|0n Of On bOa rd | ng
Squad 3 (1BA,2Dev,1QA,1UX,1PM, 1DBA &1Sys Admin) 4. Available skillset: Business
CTE Setup Automation O Analyst; Project Manager; Full
orod Setus A Stack Developer; Test
uction Setup Automation Engineer; UX/UI Designer;
CTE Setup Dashboard 7 System/Network
. Administrator; Database
Production Setup Dashboard Dependent on CTE Setup Dashboard

| .
Administrator;
CTE systems health status [ ———— Depandsncy ofthe Kitagrasary/ Connacuvity fessinity Technical/Solution Architect

across systems

Production System Health Status

e —
Browser compatibility P eerrrey e j o O] Y  _
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Self-Registration
(Company account)

User That Benefits
Client developer

Pain Point

Clients currently can't onboard themselves without slow, manual
processes

Solution

* Provide a simple sign-up process that allows users to access the
developer portal.

Benefits

« Removal of a manual processes

« Ability for client to self-serve (e.g. CDD doc)

« This will feed into Client ID and Secret Key generation process

improvements

Impact

Account creation takes 2 hrs

citi

Competitor inspiration:

Institutional Clients Group
Developers

User detail form

Dashboard

VISA &

Solutions Developer Tools About Us

Step 1

Add your details

First name*

Stefan

Last name*

Fost

Email address*

stefan.fost@staples.com

Password*

Company name*

Staples

Job role*

Phone number

+44 < 1234 567 890

1 Data processing disclaimer Privacy Policy and Terms and Conditions

Lo Airwallex

#BARCLAYS

stripe



CDD Exchange

User That Benefits
Client developer, TIMs

Pain Point

Currently the Client Discovery Document is being shared via email
and manually completed in ink

Solution

API Developer Portal to have one form to capture the information
of CDD

Once the client submits the details, System can trigger the
notification to respective teams for validating the data and take
necessary action from systems perspective

TIMs can take necessary action with Product / Technical teams if
the details shared by client are abnormal or beyond our existing
system capabilities

Benefits

« Manual activity to exchange the client discovery document
can be eliminated

W Data submitted by each client can be recorded in system so
that technical teams can refer this at any time in future

Minimum of 1 day time would be saved by automating
this activity

Impact

Reduction of 2 days

o~ Institutional Clients Group
cra Developers

Organisation Details

Online CDD form

Dashboard

APl Usage

Competitor inspiration:

Solutions Developer Tools About Us Documents Support

Contracts & Certificates

What is the average expected throughput?

-
Per second -

What is the peak expected throughput?

|
‘ E.q.100 ‘ Per second v
|

What is the expected volume over time?

‘ E.qg. 250 “ Per day v
|

What are the expected peak windows?

00:00 v “ UTC Du.. w | +

00:00 v

Add a system flow/architecture diagram of your proposed implementation of Citi's APIs

& Upload

VISA

. mastercard

51



Browser Compatibility

User That Benefits
Client developer

Pain Point

Looks like ICG portal functionalities are working with specific
browsers. Since ICG portal is going to become as single point of
contact for majority of the onboarding activities,

Solution

Ensure that the portal works fine with all frequently used
browsers like Chrome, Firefox, Safari, Edge, etc.

Benefits

« No browser dependency. Clients can use any browser to look
at the functionalities of ICG Portal

In the existing scenario, Majority versions of Chrome browser
W are not presenting proper error messages which leads the user
to reach out to TIMs manually. This can be avoided

Impact

Reduced contact from Clients due to issues

< C

%2Fhome&ix-citiportal-requestid=

B sandbox.developer.icg.citi.com/rpweb/eppublic/apim/login?target=%2Fapim%2Fgo

tlements Console Sources Network

x 0l
® © Vv Q

Filter (] Invert [ Hide data URLs

~~ Institutional Clients Group
citi Developers

[ Preserve log | [ Disable cache

All | Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other

(] Blocked Requests [ ] 3rd-party requests

20 me 1000 ms 1500 ms 2000 mz 2
S @ °
Ign in to your account F—
Name Status Type
Emall e2ejslib.s 304 script
pertalApi_cp.js?vsn=20190827 304 script
CASCryptegraphy.js 304 script
31.1bab8ebb.chunk.js 304 script
" main.3b98a2ec.chunk.js 304 script
- MCQB 200 script
Overpass-Regular.d3f78a%f tf 200 font
7| Overpass-Bold. 7b716ec8.ttf 200 font
| ICGDSIcons.al12503¢7 . woff2 200 font

Forgot Password? 25 requests

~ = AT = < [P
Console What's New

@ ® tpY @ @ Filter

(1), -}
© »Uncaught (in promise) TypeError: Cannot conve
to object
at Function.keys (<anonymous>)
at companion-bubble.js5:1452:20487
at Generator.next (<anonymous>)
at An (companion-bubble.js:1452:19985)

Sample issue screenshot from Chrome browser

-02-APIM-UAPIM4BCV

No throttling ¥

230 kB transferred = 3.4 MB resources =~ Finish:

B T vt ca i
rerormance

o % S

|| Has blocked cookies

..... mz 2500 o 4000 ms 4500 ms
Initiator Size Time Waterfall
loginTiarget="5:2.., 188 2 BOms. )
loginZtarget=342... 1898 78ms: )
loginTtarget=%2.., 138 2 54 m i
loginZtarget=32... 1898 170ms '}
login7target=%:2.. 189 8 123 ms i
loginZtarget=%2... 71.5 kB 147 ms. |
31.fcZ2cdf8S.chun...  {memaory... O ms |
31.fc2cdf88.chun... [memory. 0 ms I
31.fc2cdf8S.chun... | (memory... 0 ms I
3.86 s DOMContentloaded: 1.20s  Load: 2.24

Default levels ¥ 4 jssue 1B
uncefined null companion-bubble 1452

wecs. & w3 % O @ (G D)
Q1 1] &8 : X

o

(|
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Competitor inspiration: £o Airwallex Stripe

User Guide Improvements

User That Benefits
Client developer

Pain Point CI/\I g\jsi;:l::)o;? Clients Group Dashboard Solutions Developer Tools About Us Q (9\
The API user guide through is downloadable in the API

Development Portal in PDF form. The screenshots captured in the DOCUMENTATION

user guide are looking old and not matching with the latest API S

development portal Gettlnq started

Getting access to the APIs

. . . . Certificat
Similarly, all other screenshots captured in the user guide should be R v Overview
revised according to the latest user interface available in the portal Certificate setup
for ClientS. The purpose of this guide is to help clients to get started with Citi APIs so that they can access Citi's APIs
Request and response and data offerings.
Certificate Governance
Solution
] ] . Browsing and calling APIs v H
Provide an online version of the handbook Getting access to the APIs
. . . FAQ v
PfOVlde pUb“CIy aCCGSS|bIe API dOCS : * Create an account using the “Create Account” button in the main navigation bar.
Update guide for latest user interface Techriseallpyon i el
Betrlevina dat « Add estimations about your expected APl Usage
b Sa * Upload a systems diagram
o * Choose a verification method
Token validity « Verify your credentials
Benefits + Upload your SSL certificate
Additional API offerings « Upload your Encryption certificate
* APl options will be unlocked on the Dashboard
ClientS can Self serve prOblemS Dlgltal deﬂeCtion Troubleshooting * The Sandbox will then be accessible from the “Developer Tools™ dropdown in the main navigation
N\ - -
« Reduction of call times/onboarding times Certificates
« Avoids user confusion on conflicting guides Certificate set up

You should use Citi Institutional APls Portal to upload their certificates & download Citi's certificates. Here

is a summary of the certificates that will be exchanged: .

You only need to upload certificates for Commercial Cards APIs

API user guide

Impact

Reduction of human support needed




ICG Portal Access To All Clients

User That Benefits
Client developer

Pain Point

If the client requests Citi to provide portal access to different set of
people internally (Business/Product, Technical, Project Managers,
Developers, etc.) Citi is creating multiple users, but every user is
being mapped with new set of credentials (Client ID & Secret Key).
i.e, every user from client has a different set of Client id and keys.

Solution

API Development portal should have the self-registration option
for clients.

As part of the registration, we can collect the information like
username, email, mobile number, role, etc. to send the
registration link to user

Client can use this user account further to create any internal
users and all those users should be mapped with this client
admin account

All the users mapped to this client admin should be able to see
only one set of credentials (Client ID & Secret Key).

Benefits

« No dependency with TIM to get the API development
portal access. Manual interaction between Client and TIM can
be eliminated

«w Self-registration flexibility from client

« Existing issue of multiple Client ID creation per each client can
be avoided

Impact

Process goes from 2 to 3 week to 2 days

/t-\ institutional Clients Group
citl Developers

Project and user creation

Competitor inspiration:

Dashboard Solutions Developer Tools About Us

Create a project

Project details

Project name*

Project desctiption

Who in the company is responsible for managing the Citi ICG Developer account?

IR manage the Citi ICG Developer account

Invite APl developers to this project

Choose the APIs you need for this project

| Account Services

~ Access your account balances, statements and enroll to receive
Credit/Debit notifications real-time

VISA

‘ o m

Alex v
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Automated System Setup (CTE Setup & Production)

User That Benefits

TIMs Automated & Centralized System Setup

Pain Point
Once the documents are received and verified from the client, Citi

3

must create multiple IT tickets in ServiceNow/Marketplace
applications. This process is time-consuming and monotonous in
nature and hard to track the progress.

=

1

. E Certificates
Solution { Dashboard ) I
Provide a dashboard for TIM to initiate the automated system vy i
setups. i
Track the progress of system setup in one place. b i
Automatically notify the relevant stakeholders on system setup i
completion and quickly enable the onboarding activities. E
Log the Setup Activity i
! Certificates
Benefits |
. _ . Status | 5
« Multiple system setup for a given client can be 25 @
started simultaneously e 5
S 2
Database [« Status
« Dependencies can be easily notified and tracked cutting fmﬂm .
down the delays Citi Applications ———
J
« Likely reduction of costs for ticketing tools licensing ~ >) Details:
Citi Portal
\ J 1) Dashboard for TIM, to initiate automated system setup’s

2) Database to track the system setup completion status
3) Automated APIm system setup

4) Automated CitiDirect system setup

5) Automated SSG system setup (if applicable)

Impact
Reduction up to 8 days on each setup

Recommended setup




CTE & Product Setup Dashboard

User That Benefits
TIMs

Pain Point

TIMs are raising multiple tickets through ServiceNow / MarketPlace
to support teams to complete the setup in test environment before

client starts the testing.

Solution

TIMs can be provided with a user interface to initiate and
complete this setup process through few clicks

Benefits

W  TIM can have the visibility on the client setup readiness

« No dependency with internal support teams

« Effective communication & coordination with client with respect
to the setup readiness

Impact
Onboarding status visibility for TIMs

citi

Institutional Clients Group
Citi

Clients » Example Company

Dashboard

Clie

nts

Support

Example Company

Client details Testing

Setup status

APIm Setup

Iteam

ltem 1
ltem 2
Iltem 3
Citidirect setup

SSG setup

Users

191.221.241.33

191.221.241.33

191.221.241.33

99.8%
99.8%

99.8%

Option to have visibility status and actions required

o
-
o
o
=4
o
w
w

Actions

Alex

v
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CTE & Production System Health Status

Example of health data

service_uptime_hours

U Se r Th at Be n efits Time « service_display_name service_name service_start_name service_start_type
TIMs

Pain Point

Some of the issues noticed in the testing phase are arising due

to system stability. TIMs are depending on support team even to

identify these kind of system related issues. This is impacting overall

API testing timelines T T =

Stopped

,
- r S o ) o D D .~

2 : :
2 2

o 5 o o X o o £ 5 S »

&

s

SOI ution Cﬁ Institutional Clients Group Buibboard Clients Supnact P iz

TIMs can be provided with a user interface to visually check the
status of each system involved in the onboarding process

Alex Smith

Benefits
Overview Clients
, N
W  TIM can have the visibility on the system health status System status
My network
« Nodependency with internal support teams to identify the
Maintenance Unknown
« Effective communication & coordination with client with respect EIRgRxRiaRiy
to the system issues —— .
w  TIMs can raise system issues proactively before client raise QE-ATL-03 191.221.241.33 0.2%
the issue
QE-ATL-03 191.221.241.33 0.2%
QE-ATL-03 191.221.241.33 0.2%
QE-ATL-03 191.221.241.33 0.2%
QE-ATL-03 191.221.241.33 0.2%
Im pact Interface Errors A

Onboarding status visibility for TIMs

Option to have visibility status and actions required



Competitor inspiration: 4P Hssc

Postman Collection

User That Benefits
Client developer, TIM

Pain Point Home  Workspaces v APINetwork v Explo \ s @Q@ e 0 & e

Currently client builds all the test cases for an endpoint and it is @ Twitters Public Workspace  New  import 1 Single Twee
taking longer time to complete the onboarding process. Client must 8 . odia e - S | B Bocuneisiion
identify all the possible scenario and corner cases to test the ___ [Pee——" T
endpoint. Depending on the products subscribed the complexity and v B9 Tweet Lookup - A

scope of testing needs will vary significantly. % [;J Q e e

Query params
[=#] 200 Success - Request ype

. "] 200 Success - Reques Key Value description Authorization
Solution E R o
Provide a downloadable Postman collection for product wise , 31 200 Success - Default ‘
testing scenario. ‘ 50420 ot Lk il . or med . Request params
. ) : [*=] 200 Success - Deletec . v ) ‘ .
Endpoint testing to cover all the corner cases. Tt e ‘ | tweet fields
All product APIs available in the portal can have the standard test : |
3 User Lookup ;
case catalogue s Path Variables
£ Biocks Valus description
B3 Likes Id 1403216129661628420 Required. Enter a single Tweet ID
3 Timelines
Benefits £3 Hide Replies Body K t % 200 OK
£ Search Tweets
< Pretty
] ] . . [ Filtered Streams )
« Client will have the references for product wise testing £ Sampled Streams +
scenario. g

« Resolve the issues on their own and complete the
onboarding quickly Postman application

« Help client to handle all mandatory scenarios from
development / Integration perspective

Impact

Clients are able to test faster




Integration Libraries /| SDKs

User
Client developer

Pain Point

Cu
Cit

rrently the developer who is trying to write a client API to integrate with
I's API has several challenges.

Code is manually downloaded & not backed up with a Readme file
Code does not have enough comments and naming conventions

When the security upgrades are made on the integration code, the client
will have a challenge to upgrade to the latest standards.

Language support for client is limited to Java/C# and if the client is using
different technology, onboarding the client is challenging as there is lack
of available resources in Citi’s portal.

Solution

Provide links for downloadable jar files hosted in GitHub repositories.
Provide repositories in multiple languages.

Repositories which are backed with ReadMe files and version supports.
The code is backed with unit tests to cover backward compatibility

SDKs should be available for clients to download and test with minimum
configurations

Benefits

V4

More clients can be onboarded who are currently restricted
by Citi’s limited language support

Support the wide range of developer community from
multiple languages

Huge potential for business expansion

Impact

Better experience for clients testing

Download/install

View on GitHub

20
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Test Results Dashboard

User That Benefits
TIMs & Client

Pain Point

In the current system, there is no visibility on the CTE testing
progress neither to client nor to TIMs. Client communicates with TIM
through email if any issues in the Authentication API or any other
product APls testing. TIM further communicates with internal
support team to understand and troubleshoot the issue

Solution

TIMs and Client users to be provided with an option to get the
visibility on client testing progress. This would help both the team
to understand the testing progress and to plan further activities
accordingly

This dashboard can be used as input to enable Sign-off process
once all the mandatory test scenarios are successful

Benefits

W' Visibility on the testing progress and issues if any

«  CTE sign-off process can be automated based on the test
results from this dashboard

This would help clients and TIMs

Impact
Visibility over testing for TIMs

Cl/ﬁ ln.sFltutlonal Clients Group Dashboard Clients Support
Citi

Example Company

Client details Testing Users Certificates Setup status

Client testing progress

Name
Stop Payments Failed
Payment Initiation

Status Enquiry

Payment Reconfirmation

Stop Payment

TIM dashboard showing testing results

Enhanced Payment Status...

Status

0.2%

20%

20%

20%

20%

19.8%

Sign off criteria

Number of Payment Files Tested

120

Success

99.8%
Failed

0.2%

o m

Alex v
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Support

User That Benefits
Client developer, Client PM, TIM

Pain Point

PM is aiming to get the onboarding process done as quick as
possible, however the support system in place is too many steps
(client developer to the client PM->Client PM to TIM-> TIM to
technical support team) and all the way back for each issues even if
it is a small ones

Solution
An online support hub
Chatbot or live chat feature

Accessible handbook

Benefits

W  Support teams across Citi learn of common issues
« Clients can self-serve problems — Digital deflection

« Reduction of call times/onboarding times

Impact

Ability for Clients to self serve support

o Institutional Clients Group

Cl | D | Dashboard Solutions Developer Tools About Us
evelopers

Community (sextnCommanty

Is the User ID unique?

I'd like to know if the last part of the user URL is unique globallly? If the user is deleted will the ID ever get reused?

List of APl error responses

For easy reference, | have documented error codes, please add to this list of error codes in the comments

Filtering bills and invoices by a particular day

Is it possible to retrieve all open and overdue invoices and bills by the date they are due?

Rate limiting for the API

Are there any rate limiting protocols for the API? If so, what are they, and how is it applied (per user, per IP, etc.)

Refresh token error

| have impilmeented it as per the documentation but receive an “invalid grant_type” error. Here is the code | am using:

APl versions

Will | break my customers’ ability to pay invoiced if | change API versions?

Community section

Ask a new question

Competitor inspiration: Stripe

dy 16

dy 12

dYy ¢

dy 9¢

34 [ 3 Lastupdated 14:2

dY 8¢

dy 5

QP2

How can we help you?

Authenticat1

agested Community questions

Where do | find the authentication header?

Are requests to the User Management API ma...

Adding more users to the organisation

How do | add the following roles: “Account Ow...

Migrating existing users to single-sign-on

Do | retrieve this from the User Management A...

Why am | getting a 403 when | authenticate?

See all Community questions >

Ask question
Q I
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Competitor inspiration: m

Client Certificates Upload/download

User That Bel‘leflts Cﬁ lgist'i:itutionalcnents Group Dashboard Clients Simport P Nics i
Client developer, TIM

Pain Point Clients > Example Company

All the certificates (Client & Citi) are being exchanged manually at

present. Once TIM receives the client certificates, TIM coordinates Example Compa ny

with internal support teams through ticker further to validate and

install the certificates into Citi's infrastructure. il | e 0] e e

Solution Certificates Actions
Link to upload client certificates for Production environment. System architecture "
System should also validate the certificates uploaded by client B systems_architecture_flow_diagram.pdf
and it should allow only valid file formats o vone] e

Citi Production certificates can be made available as

downloadable option for clients in similar to the test certificates ARk gertficate

[2) systems_architecture_flow_diagram.pdf

& Upload ® View

Benefits Encryption certificate

[2) systems_architecture_flow_diagram.pdf

w  Manual interaction between Client and Citi can be eliminated

@ Upload ® View

System can validate the client certificates automatically before
proceeding for the installation

W Internal dependency on support teams for certificate validation
and installation can be avoided

Reduce up to 3 days of processes
P y P TIM dashboard view of certificates
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Developer Logs

User That Benefits
Client developer

Pain Point

Currently there is no visibility for clients of any issues or errors in the
system that may be hindering testing

Solution

Provide controlled access to the application logs for developers will
remove the dependency on TIM's and equip the developers to
resolve the issues in a self-service manner

Benefits

w  Remove the dependency on TIM's and equip the developers to
resolve the issues in a self-service manner

Impact

Ability for Clients to self serve support

~ Institutional Clients Group

c| | Dashboard Solutions
Developers

Developer Tools About Us

Example Company Dashboard » [Project name]
Payment project

Sandbox Production Team members

Project settings

Status Date Method Endpoint More >XCIearaI!-

No results found

Logs tab on developer portal

Documents

Support

Edit project

Competitor inspiration:

Request Production access

Alex v

stripe
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Competitor inspiration:

Onboarding Certificate Requirements

User That Benefits
Client developer

Pain Point Home | Developer tools | Security at Stripe
Currently the developer who is trying to integrate with Citi’'s API . . . ON THIS PAGE
must acquire SSL, Encryption and Signing Certificates from a Integratlon securlty gl-"de | |
Certified AUthOFIty ) ) . _ Validate your PCI| compliance
Ensure PCl compliance and secure customer-server communications. S —
Loand A1 ITPS
The list of preferred CA’s (certificate authority) is provided in the _ | , o » Rl Set up TLS
Citi’s portal but is time-consuming to find or zero-in on one of the CA Anyone involved with the processing, transmission, or storage of card data must comply with the Payment Card A

Industry Data Security Standards (PCI DSS). Stripe has been audited by an independent PCI Qualified Security

as there is not enough information available on Citi's portal.
Assessor (QSA) and is certified as a PCI Level 1 Service Provider. This is the most stringent |level of certification

available in the payments industry.

Solution
Provide links for recommended CA'’s portal along with contact PCl compliance is a shared responsibility and applies to both Stripe and your business. When accepting
details payments, you must do so in a PCl compliant manner. The simplest way for you to be PCI compliant is to never see
Share the widely used CA statistics/reviews from your current (or have access to) card data at all. Stripe makes this easy for you as we can do the heavy lifting to protect your
client base customers' card information. You can simplify your PCl compliance as long as you:
Improvise the PDF content for easy understanding which is Use one of our recommended payments integrations to collect payment information, which is securely
equipped with possible errors and resolutions while integrating. transmitted directly to Stripe without it passing through your servers.
Serve your payment pages securely using Transport Layer Security (TLS) so that they make use of HTTPS
Benefits Review and validate your account's PCl compliance annually.

w  Clients without certificate experience will be equipped with
more information. Stripe user guide for compliance

« Developer community will benefit from the previous
client’s reviews/experiences.

w  Complete the certification requirement process quickly

Impact

Ability for Clients to self serve

stripe
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Links

Key design files with assets based on the
8-week discovery outputs.

’0 New Developer Portal Prototype

’0 TIM Dashboard Prototype

’0 FigJam board

" Full Service Blueprint

’0 Full To-be Technical Architecture Map
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https://www.figma.com/proto/1dfnilMzsekIIQugUgVN8c/Citi---Payments-Design?page-id=1495%3A9327&node-id=1495%3A9331&viewport=957%2C389%2C0.08&scaling=min-zoom&starting-point-node-id=1495%3A9331
https://www.figma.com/proto/1dfnilMzsekIIQugUgVN8c/Citi---Payments-Design?page-id=1647%3A13561&node-id=1647%3A13562&viewport=676%2C692%2C0.85&scaling=min-zoom&starting-point-node-id=1647%3A13562
https://www.figma.com/file/T5F38o1hLAUxkWJDwAzrRK/Citi--PX-Discovery?node-id=0%3A1
https://www.figma.com/file/vXoFEthxKRqwPhNHoPzcxx/Citi-As-is-service-blueprint?node-id=0%3A1
https://www.figma.com/file/vXoFEthxKRqwPhNHoPzcxx/Citi-Payments-Express-Service-blueprint?node-id=47%3A2019&t=K157bi6G5vSMUhLJ-4
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Synechran

Thank you

For more information, please contact:

Andy Booth Aga Florek

Lead Design - UK Head of Design- UK
andrew.booth@synechron.com aga.florek@synechron.com



